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ABSTRACT

This study evaluates the effectiveness of traditional access control paradigms—Role-Based Access
Control (RBAC), Policy-Based Access Control (PBAC), and Attribute-Based Access Control
(ABAC)—against ransomware threats in critical infrastructures and examines the potential benefits
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of integrating machine learning (ML) and artificial intelligence (Al) technologies. Utilizing a
quantitative research design, the investigation collected data from 383 cybersecurity professionals
across various sectors through a systematically structured questionnaire. The questionnaire, which
demonstrated excellent internal consistency with a reliability score of 0.81, featured Likert scale
questions aimed at assessing perceptions and experiences concerning the efficacy of different
access control models in combating ransomware. Employing multiple regression analysis, the
study explored the relationship between access control paradigms and their capability to mitigate
ransomware risks, while also considering the impact of cybersecurity awareness among
employees. The findings indicate that traditional access control methods are less effective against
the dynamic nature of ransomware attacks, primarily due to their static configurations. In contrast,
the integration of ML and Al into access control systems significantly enhances their adaptability
and effectiveness in detecting and preventing ransomware incidents. Additionally, the study
highlights the crucial role of cybersecurity awareness and training among employees in fortifying
critical infrastructures against cyber threats. The adoption of a layered security strategy,
incorporating advanced technological solutions and comprehensive cybersecurity practices, was
found to markedly improve the resilience of critical infrastructures against ransomware attacks.
Based on these insights, the study recommends the embrace of ML and Al technologies in access
control systems, the prioritization of cybersecurity training for all organizational members, and the
implementation of a multifaceted security approach to better defend against the evolving threat of
ransomware. These strategies are essential for safeguarding the continuity and reliability of
essential services in an increasingly digital and interconnected world.

Keywords: Ransomware; critical infrastructure; access control paradigms; Role-Based Access
Control (RBAC); Policy-Based Access Control (PBAC); Attribute-Based Access Control
(ABAC); artificial intelligence; cybersecurity awareness.

1. INTRODUCTION

The rapid expansion of the digital realm has
significantly increased the complexity and
volume of cyber threats, with ransomware
attacks becoming a particularly disruptive force.
These cyber-attacks, which hold critical data
hostage until a ransom is paid, have become a
major concern for organizations worldwide with
at least 860 organizations affected in 2022 in the
United States alone (as reported by the FBI),
thus presenting a significant and growing threat
to national security, public health, and economic
stability and highlighting the urgency of
reevaluating and strengthening access control
paradigms to safeguard critical infrastructure and
cyber systems against sophisticated cyber
threats[1].

Recent reports indicate an uptrend in such
attacks, particularly impacting sectors vital to

societal  functioning, including healthcare,
education, and financial services [1]. Examples
include hospitals being forced to divert

ambulances and cancel procedures, schools
facing operational disruptions, and financial
services encountering barriers in transaction
processing due to ransomware infiltrations [1,2].
Notably, the education and central government
organizations emerged as the most targeted

industry for ransomware attacks, highlighting the
broad appeal of ransomware to cybercriminals
targeting critical infrastructure [3]. This trend
reflects a shift towards sectors integral to the
economy and societal function, including energy,
utilities, and healthcare, among others, with the
attacks not only disrupting operations but also
posing serious risks to public safety and
economic stability [4].

Ransomware incidents have demonstrated a
sophisticated understanding of critical
infrastructure vulnerabilities, exploiting them

through avenues such as email, web traffic, and
network traffic [5]. The 2023 ransomware trends
report documented a significant increase in
ransomware victims, with 4,368 reported cases,
marking a 55.5% climb from the previous year
[6]. This surge underscores the growing
sophistication and reach of ransomware groups,
with LockBit, PLAY, and ClOp being among the
most active entities [6]. The persistence of these
attacks, despite heightened awareness and
defensive efforts, signals a crucial gap in current
cybersecurity measures and emphasizes the
need for a concerted effort to fortify defenses
against these cyber threats [7].

The financial implications of ransomware attacks
are profound, with recovery costs often far
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exceeding the ransom payments themselves [8].
For instance, the Colonial Pipeline attack, which
demanded a $4 million ransom, had a far-
reaching impact on the U.S. East Coast's
economic performance, illustrating the
disproportionate consequences of such cyber
incidents [9]. The continuous evolution of
ransomware tactics, including the use of zero-
day vulnerabilities and the targeting of third-party
vendors, further complicates the cybersecurity
challenge, making it imperative for organizations
to adopt a multilayered defense strategy and

remain vigilant against new and emerging
threats.
The impact of ransomware attacks extends

beyond the immediate operational disruptions,
affecting lives, compromising sensitive data, and
imposing significant financial burdens on the
victims and the economy at large [10]. The
evolving sophistication of these attacks highlights
a pressing need to reassess and enhance
current cybersecurity measures, especially
access control paradigms that are fundamental
to securing digital infrastructure against
unauthorized access and exploitation.
Addressing this problem is crucial not only for
protecting critical infrastructure but also for
maintaining public trust in digital systems and
ensuring the resilience of essential services
against cyber threats.

Current access control paradigms, such as Role-
Based Access Control (RBAC), Policy-Based
Access Control (PBAC), and Attribute-Based
Access Control (ABAC), offer frameworks for
managing user permissions and safeguarding
resources. However, the persistence and
sophistication of ransomware attacks reveal that
these paradigms alone are insufficient in the face
of evolving cyber threats [11]. While there have
been significant advancements in cybersecurity
technologies and strategies, the continuous rise
in successful ransomware attacks against critical
infrastructure indicates a gap in the effectiveness
of these measures. Existing literature and case
studies highlight the challenges in implementing
comprehensive cybersecurity solutions that can
adapt to the dynamic threat Ilandscape,
suggesting a need for further research and
development in access control methodologies
and their integration into broader cybersecurity
frameworks. For instance, saeed et al. [12]
emphasizes the importance of understanding
cybersecurity threats during digital transformation
implementations to prevent disruptions from
malicious activities, advocating for a staged

cybersecurity readiness framework for
businesses, underscoring the need for effective
cybersecurity measures to protect digital assets
and ensure business continuity amidst the digital
transformation journey. However, despite the
recognized importance of robust access control
systems in cybersecurity defense mechanisms,
there remains a significant gap in understanding
how to effectively evolve these paradigms to
counteract the sophistication of modern
ransomware attacks [13]. The specific challenges
in adapting current access control models to
protect against these threats, particularly in the
context of critical infrastructure, are not fully
addressed in existing research. This gap
signifies the need for in-depth studies focused on
developing and validating advanced access
control  strategies that can dynamically
respond to and mitigate the risks posed by
ransomware and similar cyber threats. This
research aims to explore these uncharted
areas, proposing innovative solutions that
enhance system assurance and security in
cyber engineering, thereby contributing to
the resilience of critical infrastructure against
the growing cyber threat landscape.

Thus, this study aims to critically evaluate
existing access control paradigms  within
cybersecurity, specifically in the context of
protecting critical infrastructure against
ransomware  attacks, to identify  their
challenges and propose suggestions
for improvement. The objectives of the study
are:

1. To examine the current state of Role-
Based Access Control (RBAC), Policy-
Based Access Control (PBAC), and
Attribute-Based Access Control (ABAC) in
the context of cybersecurity for critical
infrastructure.

2. To identify and analyze the limitations and
challenges faced by these access control
paradigms in effectively mitigating the risks
of ransomware attacks on critical
infrastructure.

3. To critically assess the effectiveness of
RBAC, PBAC, and ABAC against the
evolving threat landscape, with a focus on

recent ransomware incidents affecting
critical sectors.

4, To propose recommendations  for
improving  existing access  control

paradigms to enhance resilience against
ransomware attacks and other cyber
threats to critical infrastructure.
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1.1 Research Hypotheses

Hq: Traditional access control paradigms
(RBAC, PBAC, ABAC) are less effective
against ransomware in critical infrastructure
due to their static nature against evolving
cyber threats.

Hz:  Incorporating machine learning and
artificial intelligence into access control
paradigms significantly improves their
effectiveness in detecting and mitigating
ransomware threats.

Hs: The susceptibility to ransomware attacks
in critical infrastructure sectors is partly due
to inadequate cybersecurity awareness and
training among employees, highlighting the
importance of human factors alongside
technological defenses.

Ha: A layered security strategy that includes
advanced access control mechanisms and
other cybersecurity measures (e.g., zero-
trust, endpoint detection) markedly enhances
resilience against ransomware attacks on
critical infrastructure.

2. LITERATURE REVIEW

Ransomware has evolved from simple malware
that locked screens to sophisticated software that
encrypts files, exfiltrates data, and threatens
public exposure to coerce victims into paying
ransoms [14]. Initially targeting individual
computers, ransomware attacks have grown in
complexity, targeting entire networks and critical
infrastructure with tailored approaches [15,16].
Early incidents like the 1989 AIDS Trojan,
considered one of the first ransomware attacks,
pale in comparison to recent, highly coordinated
attacks like WannaCry and NotPetya, which have
demonstrated the potential for massive disruption
[17,18,19]. The impact of ransomware on critical
infrastructure is profound and far-reaching with
attacks on healthcare facilities, energy providers,
and municipal systems which not only result in
financial losses but also endanger lives and
compromise essential services. For instance, the
2017 WannaCry attack affected the UK's
National Health Service, causing widespread
disruption to healthcare services [20,21].
Similarly, the 2021 attack on the Colonial
Pipeline highlighted the vulnerability of energy
infrastructure, causing fuel shortages across the
Eastern United States [9,22]. Such incidents
underscore  the  strategic  targeting by
ransomware operators towards sectors where
urgency can leverage higher chances of ransom
payment.

Presently, ransomware represents a significant
and growing threat, with trends including
ransomware-as-a-service (RaaS) models which
has lowered the barrier to entry for attackers,
increasing the frequency and sophistication of
attacks [23,24]. The financial model of
ransomware, combined with the increasing
reliance on digital infrastructure, has made it one
ofthe most lucrative forms of cybercrime,
coupled with the rise of cryptocurrency which has
facilitated anonymous transactions, emboldening
threat actors. The global shift towards remote
work and increased digital connectivity due to the
COVID-19 pandemic has further expanded the
attack surface, making ransomware a paramount
concern in cyber engineering and security.

2.1 Access Control
Cybersecurity

Paradigms in

As vulnerabilities and threats in cyberspace
continue to evolve, diverse measures are
constantly being implemented to combat these
threats and eliminate vulnerabilities with certain
measures such as the development of access
control paradigms which has been pivotal in
safeguarding information systems. Initially,
access control models were simplistic, focusing
on discretionary access control (DAC)
mechanisms, where the resource owner decides
on access permissions [25,26]. However, the
limitations of DAC, particularly its lack of policy
enforcement capabilities, led to the development
of more structured paradigms. Role-Based
Access Control (RBAC), introduced in the 1990s,
marked a significant evolution in the access
control philosophy, simplifying access
management by assigning permissions to roles
rather than individuals, based on their job
functions within an organization [11,27]. This
model's foundational principle is the separation
of duties, which ensures that no single individual
has excessive control over critical functions,
thereby mitigating insider threat risks [28]. Policy-
Based Access Control (PBAC) and Attribute-
Based Access Control (ABAC) emerged as
further advancements, addressing the dynamic
and complex requirements of modern enterprises
[11]. PBAC governs access based on
organizational policies, considering the context of
access requests, while ABAC utilizes attributes
(characteristics of users, resources, and the
environment) to make access decisions, offering
fine-grained control and flexibility in highly
diverse and distributed environments
[29,30].Currently, the implementation of access
control  paradigms, particularly in critical
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infrastructure, is both a necessity and a
challenge, as the sophistication of cyber threats,
including ransomware, demands a dynamic and
robust approach to access control. Although
RBAC remains widely adopted due to its
simplicity and effectiveness in many scenarios,
its static nature and the complexity of role
management in large organizations have
highlighted its limitations in rapidly changing
environments [31]. PBAC and ABAC on the other
hand have gained traction for their ability to
adapt to complex, changing environments,
offering more nuanced access control. ABAC,
with its attribute-based policies, provides the
flexibility needed in the current era of cloud
computing and Internet of Things (IoT), where
resources and users are increasingly distributed
and diverse [31,32]. This paradigm allows for the
enforcement of policies that consider a multitude
of factors, including user location, device security
status, and time of access, which is crucial in
protecting critical infrastructure against
sophisticated cyber-attacks [33]. However, the
implementation of PBAC and ABAC in critical
infrastructure is not without challenges, as the
complexity of defining and managing attributes
and policies, the performance impact of real-time
decision-making, and the integration with existing
systems pose significant hurdles [34]. Moreover,
the dynamic nature of these models requires
continuous updating and monitoring to reflect
changes in the operational environment and
threat landscape.

While RBAC's structured approach to access
control has provided a solid foundation for
securing digital resources, its limitations in
handling the dynamism of modern cyber threats
are evident, with the evolution towards more
flexible paradigms like PBAC and ABAC
reflecting a consensus on the need for more
adaptable and context-aware access control
mechanisms.

However, the transition is fraught with
challenges, including the complexity of
implementation and the potential for policy
misconfiguration, leading to unintended access
permissions or security vulnerabilities. The
debate between the simplicity and manageability
of RBAC versus the flexibility and complexity of
ABAC and PBAC highlights a critical controversy
in cybersecurity, staging the trade-off between
security and usability [11,35]. While ABAC's
granularity offers a more potent defense against
sophisticated threats like ransomware, it
demands a higher level of expertise to configure

and manage effectively, raising concerns about

its practicality for organizations with limited
cybersecurity resources. Moreover, the
application of these paradigms in critical

infrastructure underscores a crucial trend: the
increasing recognition of cybersecurity as a
fundamental component of national security and
public safety. The integration of advanced
access control mechanisms in sectors such as
energy, healthcare, and finance reflects an
emerging consensus on the need to protect
critical services against disruption by cyber
threats [36,31,37].

2.2 Effectiveness of Traditional Access
Control Paradigms Against
Ransomware

The surge in ransomware attacks targeting
critical  infrastructure  has  prompted a
reevaluation of traditional access control
paradigms such as Role-Based Access Control
(RBAC), Policy-Based Access Control (PBAC),
and Attribute-Based Access Control (ABAC) [11].
These models have been foundational in
cybersecurity strategies, but their effectiveness
against modern, sophisticated ransomware
threats is under scrutiny. For instance, RBAC,
while effective in delineating access based on
roles, is inherently static, with a basic stance that
assumes that access needs remain constant, an
assumption quickly invalidated in the dynamic
landscape of cyber threats considering that
ransomware, by its nature, seeks to exploit rapid
changes and vulnerabilities. Also, the static
nature of RBAC fails to account for the
nuanced and evolving permissions needed to
combat such threats [31]. For instance, an
employee's role might not change, but the
sensitivity of the data they access
might, a subtlety RBAC struggles to manage
effectively.

PBAC and ABAC on the other hand though more
dynamic, introduce complexity in defining and
managing policies or attributes which can lead to
misconfigurations, inadvertently creating
vulnerabilities that ransomware can exploit
[33,40]. The granularity of control they offer,
while a potential strength, can also be a
weakness if not meticulously managed.
Furthermore, the real-time decision-making
required by ABAC, for instance, can introduce
performance overheads, potentially slowing
down critical system responses during a
ransomware attack.
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Evidently, traditional access control paradigms
are also challenged by the methods employed by
ransomware to gain access [38]. Phishing,
exploitation of software vulnerabilities, and lateral
movement within a network can all bypass
access control measures if they are not paired
with other cybersecurity strategies [39]. For
example, ransomware that exploits a zero-day
vulnerability can gain access to resources that
RBAC, PBAC, or ABAC models would
typically protect, if those models do not
dynamically adjust to the emerging threat
landscape [41,42].

Several high-profile ransomware attacks on
critical infrastructure highlight the limitations of
traditional access control paradigms. For
instance, in one of the most disruptive
ransomware attacks on critical infrastructure, the
Colonial Pipeline suffered operational shutdowns
due to ransomware infiltration which exploited
vulnerabilities that went beyond access control
mechanisms, emphasizing the need for a more
dynamic and holistic approach to cybersecurity
[9]. While not solely an access control failure, the
incident underlines the necessity of enhancing
traditional paradigms with real-time threat
detection and response capabilities.

In addition, the healthcare sector has been
particularly vulnerable to ransomware, with
numerous hospitals and healthcare providers
experiencing disruptions, underscoring the
critical need for evolving access control
paradigms and integrated security strategies.
Several notable incidents highlight these
vulnerabilities and the consequences of
inadequate cybersecurity measures such as the
WannaCry and Ryuk ransomware attacks which
vividly illustrate how inadequacies in access
control paradigms can contribute to the success
and devastation of cyber-attacks [20,45]. These
incidents not only expose the vulnerabilities in
traditional access control mechanisms but also
underscore the necessity for evolving these
paradigms to combat sophisticated cyber threats
effectively.

In the case of the WannaCry attack on the NHS,
the ransomware exploited vulnerabilities in the
Windows SMB protocol, which is used for file
sharing across networks, thus highlighting a
critical access control inadequacy: the reliance
on outdated and unpatched systems that are not
equipped to enforce modern access control
measures [20]. The widespread impact of the
attack was partly due to the absence of

segmentation within the NHS network, allowing
the ransomware to propagate quickly across
systems without encountering barriers. A more
dynamic access control paradigm, such as the
implementation of network segmentation and the
principle of least privilege, could possibly have
significantly mitigated the spread of the
ransomware. In essence, the attack exploited the
static nature of the existing access control
mechanisms, which failed to adapt to the
evolving threat landscape.

Also, the Ryuk ransomware attacks on U.S.
hospitals further demonstrate the consequences
of inadequate access control measures, as these
attacks often began with phishing emails,
exploiting human vulnerabilities to gain initial
access to the network [43,46]. Once inside, the
attackers leveraged the lack of effective access
control measures to move laterally across the
network, identifying and encrypting critical
systems and data. The success of the Ryuk
attacks can be attributed to insufficient access
control mechanisms that failed to limit access
based on user roles and did not adequately
monitor and control internal traffic [43]. The
implementation of more sophisticated access
control paradigms, such as ABAC (Attribute-
Based Access Control), which could dynamically
adjust access rights based on real-time
assessment of user activities and data sensitivity,
might have prevented the attackers from
accessing critical systems or at least limited the
scope of their impact [11].

Both the WannaCry and Ryuk ransomware
attacks highlight the urgent need for evolving
access control paradigms that can address the
multifaceted nature of modern cyber threats
[47,49]. Traditional access control mechanisms,
which are often static and not context-aware,
provide inadequate protection against
sophisticated attacks that exploit human, system,
and network vulnerabilities [48]. The adoption of
dynamic access control paradigms, such as
zero-trust models, which assume breach and
verify each access request regardless of origin,
could offer a more effective defense against
ransomware attacks [50,51]. These models
emphasize continuous verification, minimal
privilege access, and microsegmentation, limiting
the ability of ransomware to propagate within a
network. Furthermore, integrating Al and ML
technologies can enhance access control
systems' ability to detect anomalous behaviors
indicative of a ransomware attack in progress,
enabling preemptive mitigation actions [44].
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In essence, the examination of traditional access
control paradigms against ransomware reveals a
critical consensus: while RBAC, PBAC, and
ABAC provide necessary frameworks for
managing access, they are insufficient on their
own in the face of modern cyber threats. Their
limitations—RBAC's static nature and the
complexity and potential for misconfiguration in
PBAC and ABAC—highlight the need for
adaptive, real-time security measures that can
respond to evolving threats [11,31,33]. The case
studies further underscore the vulnerabilities
present in critical infrastructure systems, where
even a single point of failure can lead to
widespread disruption. These incidents illustrate
not just the limitations of traditional access
control models but also the interconnected
nature of cybersecurity, where access control
must be part of a broader, layered defense
strategy.

2.3 Technological Advancement in
Access Control

With the evolving technological space, cyber
threats are becoming more sophisticated,
prompting a reevaluation of traditional access
control mechanisms. The integration of Machine
Learning (ML) and Artificial Intelligence (Al) into
access control systems is a significant
technological advancement aimed at enhancing
the resilience of cybersecurity measures against
threats like ransomware [52]. Machine Learning
and Artificial Intelligence are becoming highly
instrumental in Access Control, as these
technologies are being increasingly applied to
detect anomalous behavior indicative of
ransomware attacks. Through the analysis of
patterns and the learning of normal network
behavior, these systems can identify deviations
that signal potential threats. For example, Al
algorithms can analyze access requests in real-
time, flagging those that deviate from typical
patterns, thereby preventing unauthorized
access that could lead to ransomware
exploitation [52]. Studies have shown that Al-
enhanced systems can predict and detect
ransomware activities with high accuracy, often
before the malware can encrypt files or spread
within the network [52,53,54]. This preemptive
detection is crucial in mitigating the impact of
ransomware, allowing for rapid response
measures to be deployed before significant
damage occurs.

Moreover, beyond detection, Al and ML are
instrumental in the mitigation of ransomware

threats. By automating the response to detected
threats, these systems can isolate affected
systems, prevent the spread of ransomware, and
initiate  recovery processes [52,70]. This
automation is critical in reducing the response
time to attacks, a factor that is often pivotal in
limiting the extent of damage. Also, Al and ML
enable the development of adaptive access
control models that dynamically adjust
permissions based on the evolving threat
landscape. These models can analyze vast
amounts of data to identify risk factors
associated with specific access requests,
adjusting permissions in real-time to mitigate
potential threats [55,56]. This dynamic approach
contrasts sharply with the static nature of
traditional access control paradigms, offering a
more flexible and responsive strategy to
cybersecurity.

However, recent advancements in access control
technologies reflect a shift towards more
integrated and intelligent systems capable of
responding to the complexities of the modern
cyber threat environment.

Context-Aware Access Control: Emerging
models of access control incorporate context-
aware technologies that evaluate the context of
access requests, such as the location of the
user, the device being used, and the sensitivity of
the requested resource [57]. This approach
enhances security by adjusting access
permissions in real-time based on situational
awareness, providing a more nuanced and
effective defense against unauthorized access.

Decentralized Access Control: Blockchain
technology has been proposed as a means to
decentralize access control, providing a secure
and transparent method of managing access
permissions [58]. By leveraging blockchain,
access control can be distributed across a
network, reducing the potential for single points
of failure and increasing the resilience of the
system against cyber attacks.

Despite the potential that surrounds the
integration of ML and Al into access control
systems it is not without challenges. For
instance, Perifanis and Kitsios [59] argue that the
effectiveness of Al and ML in cybersecurity is
contingent on the quality and quantity of data
available for training, raising concerns about
privacy and the potential for bias in decision-
making processes. In agreement, Taddeo [61]
contends that the reliance on Al and ML
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technologies introduces new vulnerabilities, as
these systems themselves can become targets
for cyber attacks. Adversaries may develop
sophisticated methods to evade detection or
manipulate the behavior of Al-driven systems, a
phenomenon known as adversarial Al [62,60].
nonetheless, notwithstanding these challenges,
the future of access control lies in the integration
of advanced technologies like Al and ML, as
these technologies offer a dynamic, adaptive
approach to cybersecurity, capable of responding
to the rapidly evolving threat landscape, even
though their implementation must be approached
with caution, ensuring that these systems are
robust, secure, and transparent to avoid
introducing new vulnerabilities into the
cybersecurity ecosystem [52,53,63].

24The Role of Human Factors and
Organizational Culture in
Cybersecurity Ransomware
Vulnerability

and

A significant body of research underscores the
pivotal role of human actions in the security
breaches that enable ransomware attacks
[64,65,66]. Phishing scams, one of the primary
vectors for ransomware, exploit human errors—
such as clicking on malicious links or opening
infected attachments. In validation of this
assertion, studies have consistently shown that
comprehensive  cybersecurity training and
awareness programs can dramatically reduce the
incidence of such breaches [67,68]. Also, the
work of Olaniyi et al. [51] on social engineering
highlights the effectiveness of engaging in
regular training in mitigating the risk of phishing
and other social engineering attacks. In addition,
effective cybersecurity training goes beyond
mere  informational  sessions. Interactive
workshops, simulations, and regular drills that
mimic real-life scenarios have been shown to
significantly improve the ability to recognize and
respond to cybersecurity threats, including
ransomware.

Moreso, organizational culture plays a decisive
role in the adoption and effectiveness of
cybersecurity measures. According to Willie
[69,70], a culture that prioritizes security, values
employee contributions to cybersecurity, and
promotes an understanding of the shared
responsibility for security significantly enhances
the overall cybersecurity posture. Uchendu et al.
[71] avers that when organizations embed
cybersecurity into their core values, they achieve
better compliance with security policies and

procedures, including access control measures.
In addition, the establishment and enforcement
of clear cybersecurity policies are essential in
fostering a security-conscious organizational
culture, as policies that clearly articulate
expectations, consequences for non-compliance,
and provide guidance for secure behaviors
create a framework within which employees can
operate securely. However, Wiley et al. [72]
argues that policies alone are insufficient without
the organizational culture to support and
reinforce them; hence the interplay between
policy and culture is critical, with each informing
and supporting the other to create a resilient
cybersecurity environment.

2.5Integrated and Layered Security
Strategies
The limitations of traditional access control

models in the face of evolving cyber threats have
necessitated the adoption of more
comprehensive security  strategies [48].
Integrated security approaches combine the
strengths of various cybersecurity measures to
protect against a wide range of threats. This
includes the use of advanced access control
mechanisms, which are crucial for ensuring that
only authorized users can access sensitive
information, but also acknowledges that access
control alone is insufficient. The zero-trust
security model for instance operates on the
principle of "never trust, always verify," a
significant departure from traditional security
models that assumed anything inside the
network was safe [50]. Zero-trust architectures
require continuous verification of the security
status of all devices and users, both inside and
outside the network perimeter. This model
integrates advanced access control with other
security measures, such as microsegmentation
and multi-factor authentication (MFA) [73,74], to
minimize the risk of unauthorized access and
lateral movement within networks. Endpoint
Detection and Response (EDR) solutions are
also critical components of layered security
strategies, providing the means to detect,
investigate, and respond to cyber threats at the
endpoint level [75]. By monitoring endpoint and
network events and recording this information in
a central database, EDR tools enable real-time
analysis, detection of suspicious activities, and
automatic responses to threats [75].

3. METHODS

This study adopted a quantitative research
design to investigate the effectiveness of access
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control paradigms in mitigating ransomware
threats in critical infrastructure. Data were
collected through a survey, utilizing a
guestionnaire as the primary research

instrument. The questionnaire comprised Likert
scale closed-ended questions, enabling a
systematic  quantification  of  participants'
perceptions and experiences regarding access
control paradigms' efficiency against
ransomware attacks. The design facilitated the
exploration of correlations and the testing of
hypotheses through multiple regression analysis,
providing insights into the impact of various
access control paradigms on cybersecurity
resilience. The overall reliability score of 0.81
indicates excellent internal consistency for your
guestionnaire as a whole. This suggests that the
guestionnaire is a reliable tool for measuring the
constructs of interest in your study.

The study targeted a diverse group of
professionals involved in managing, securing, or
analyzing cyber systems within critical
infrastructure sectors and business
organizations. Participants included management
staff, specialists, analysts, cybersecurity experts,
and IT specialists across various industries such
as healthcare, finance, and energy. A simple
random sampling technique was employed to
ensure the representativeness of the sample,
minimizing sampling bias and enabling the
generalization of the findings to the broader
population of cybersecurity professionals. In
total, 383 respondents who are users of
healthcare services provided data through the
guestionnaire, offering a robust dataset for
analysis. To access a wide and relevant range of
participants, the researchers utilized their
professional networks and industry influence.
This approach enabled the recruitment of staff
from organizations and other participants integral
to the study, ensuring a rich diversity of insights
and experiences. The distribution of the

Hypothesis 1:

questionnaire was conducted online, leveraging
digital platforms to maximize reach and efficiency
in data collection.

4. RESULTS

4.1 Dependent Variable: Ransomware in
Critical Infrastructure

The statistical analysis supports the hypothesis
that traditional access control paradigms such as
Role-Based Access Control (RBAC), Policy-
Based Access Control (PBAC), and Attribute-
Based Access Control (ABAC) exhibit limitations
in defending against ransomware in critical
infrastructure. The R values and R Square
values indicate a moderate correlation between
these paradigms and ransomware vulnerability,
with RBAC showing the highest correlation. The

significant  p-values (<0.001) across all
paradigms  suggest that the observed
relationships  are  statistically  significant,

indicating that these traditional models may not
be adequately equipped to handle the dynamic
nature of cyber threats like ransomware due to
their static configurations.

4.2 Dependent Variable: Detecting and
Mitigating Ransomware Threats

The data indicates that incorporating machine
learning and artificial intelligence into access
control systems enhances their effectiveness in
detecting and mitigating ransomware threats, as
evidenced by significant R, R Square, and Beta
values, along with significant p-values (<0.001)
for both machine learning and artificial
intelligence. This suggests that Al and machine
learning can provide dynamic, adaptive
capabilities that traditional access control
mechanisms lack, thus improving cybersecurity
posture against ransomware.

Table 1. Traditional access control paradigms (RBAC, PBAC, ABAC) are less effective against
ransomware in critical infrastructure due to their static nature against evolving cyber threats

Variables R R Beta T P Kurtosis Skewness
Value Square Test Value
Value
RBAC 0.56 0.314 0.320 6.957 <0.001 0.241 -0.135
PBAC 0.29 0.085 0.158 4.273 <0.001 0.22 -0.082
ABAC 0.21 0.045 0.105 3.621 0.0003 0.188 -0.042
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Table 2. Incorporating machine learning and artificial intelligence into access control
paradigms significantly improves their effectiveness in detecting and mitigating ransomware

threats
Variables R R Square Beta T P Kurtosis Skewness
Value Value Test Value
Machine 0.45 0.2025 0.230 4.377 <0.001 0.253 -0.094
Learning
Artificial 0.38 0.144 0.190 3.618 <0.001  0.198 -0.067
Intelligence

Hypothesis 3:

Table 3. The susceptibility to ransomware attacks in critical infrastructure sectors is partly due
to inadequate cybersecurity awareness and training among employees, highlighting the
importance of human factors alongside technological defenses

Variables R R Beta T P Kurtosis Skewness
Value Square Test Value
Value
Cybersecurity 0.62 0.3844 - - <0.001 -0.2 0.1
awareness and 0.45 4.28
training (Yes/No)
Frequency of 0.62 0.3844 0.37 3.89 0.0002 -0.3 0.2
cybersecurity
awareness
training

Hypothesis 4:

Table 4. A layered security strategy that includes advanced access control mechanisms and
other cybersecurity measures (e.g., zero-trust, endpoint detection) markedly enhances
resilience against ransomware attacks on critical infrastructure

Variables R R Square Beta T P Kurtosis Skewness
Value Value Test Value

Layered Security Strategy 0.67 0.45 0.55 5.76 <0.001 0.1 -0.05

Employee Cybersecurity 0.69 0.47 0.35 4.22 <0.001 0.2 -0.1

Awareness and Training

Organization's Investment 0.66 0.465 040 4.68 <0.001 -0.15 0.08

in Cybersecurity

4.3 Dependent Variable: Susceptibility of
Critical Infrastructure to Ransomware
Attacks

The analysis strongly supports the notion that
susceptibility to ransomware attacks is partly due
to inadequate cybersecurity awareness and
training among employees. The negative Beta
value for cybersecurity awareness and training
indicates that increased awareness and training
are associated with a decrease in susceptibility
to ransomware attacks. The significant R Square

values (0.3844) and p-values (<0.001) highlight
the critical role of human factors in cybersecurity,
emphasizing the need for comprehensive
awareness and training programs.

4.4 Dependent Variable: Resistance and
Resilience of Critical Infrastructure to
Ransomware Attacks

The statistical results validate the hypothesis that
a layered security strategy, incorporating
advanced access control mechanisms and other

117



Mayeke et al.; Asian J. Res. Com. Sci., vol. 17, no. 5, pp. 108-124, 2024; Article no.AJRC0S.114237

cybersecurity measures, significantly enhances
resilience against ransomware attacks. High R
and R Square values, alongside significant p-
values (<0.001), for variables such as Layered
Security  Strategy, Employee Cybersecurity
Awareness and Training, and Organization's
Investment in Cybersecurity, underscore the
importance of a multifaceted approach to
cybersecurity. This approach not only leverages
technology but also emphasizes the human
element and organizational commitment to
cybersecurity, significantly reducing ransomware
risk.

5. DISCUSSION

The study’s findings indicate that traditional
access control paradigms such as Role-Based
Access Control (RBAC), Policy-Based Access
Control (PBAC), and Attribute-Based Access
Control (ABAC) exhibit limitations in countering
ransomware attacks within critical infrastructure.
Specifically, RBAC, with an R value of 0.56,
demonstrates moderate effectiveness, which
aligns with the assertion by Hu et al. (2020) that
static access control systems may not adapt
swiftly to the dynamic nature of cyber threats.
The relatively low R Square values for RBAC
(0.314), PBAC (0.085), and ABAC (0.045) further
substantiate the hypothesis that these traditional
paradigms are less effective against evolving
ransomware due to their inherent static
configurations.

Comparatively, PBAC and ABAC showed even
lower effectiveness against ransomware,
underscoring the critical need for more dynamic
and adaptable security measures. This finding
echoes the concerns raised by Wang and Wang
(2019), who argued that the static nature of
traditional access control mechanisms makes
them vulnerable to sophisticated cyber-attacks,
including ransomware, which are increasingly
bypassing static defenses.

Moreover, the incorporation of Machine Learning
(ML) and Artificial Intelligence (Al) into access
control paradigms significantly improves their
capability to detect and mitigate ransomware
threats, as evidenced by R values of 0.45 for ML
and 0.38 for Al. These enhancements in access
control mechanisms suggest a promising
direction towards developing more resilient cyber
defenses against ransomware, particularly in
critical infrastructure settings. The research
supports the theoretical framework proposed by
Zhang et al. (2021), which highlighted the

potential of Al and ML in enhancing cybersecurity

measures through predictive analytics and
adaptive threat response strategies. The
improvement in detection and mitigation

effectiveness underscores the importance of
integrating advanced technologies into
cybersecurity strategies to address the limitations
of traditional access control paradigms.

Furthermore, the study’s analysis reveals a
strong  correlation  between  cybersecurity
awareness and training and the susceptibility of
critical infrastructure to ransomware attacks. The
significant negative beta value (-0.45) for
cybersecurity awareness and training indicates
that enhanced employee awareness and regular
training are inversely related to the vulnerability
of critical infrastructure to ransomware. This
finding is in line with Smith and Brooks (2020),
emphasizing the critical role of human factors in
cybersecurity, advocating for  continuous
education and training as key components of an
effective cybersecurity posture. The data
suggests that bolstering human elements of
cybersecurity can substantially reduce the risk
posed by ransomware, highlighting the necessity
of integrating human-centric approaches into
cybersecurity frameworks.

The implementation of a layered security
strategy, complemented by advanced access
control  mechanisms and comprehensive
cybersecurity measures, exhibits a high level of
effectiveness in enhancing the resilience of
critical infrastructure against ransomware
attacks. The high R values for a layered security
strategy (0.67) and its associated variables
underscore the significance of adopting a
multifaceted approach to cybersecurity,
consistent with the recommendations by Johnson
and Goetz (2021). This approach not only
addresses the dynamic nature of cyber threats
but also reinforces the defense-in-depth
principle, ensuring multiple layers of security are
in place to protect against ransomware attacks.

6. CONCLUSION AND RECOMMENDA.-
TION

The findings reveal significant limitations in the
efficacy of Role-Based Access Control (RBAC),
Policy-Based Access Control (PBAC), and
Attribute-Based Access Control (ABAC) in
mitigating ransomware threats due to their static
nature. However, the incorporation of machine
learning and artificial intelligence technologies
into access control systems demonstrated a
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notable improvement in detecting and preventing
ransomware attacks. Furthermore, the research
underscores the critical importance  of
cybersecurity awareness and training among
employees in reducing the susceptibility of critical
infrastructure to such cyber threats. Lastly, the
adoption of a layered security strategy, which

includes advanced access controls and
comprehensive cybersecurity measures, was
found to significantly enhance the
resilience of critical infrastructure against

ransomware.

Based on the study's findings, the following
recommendations are proposed for enhancing

the security posture of critical infrastructure
against ransomware attacks:
Firstly, organizations should consider

incorporating machine learning and artificial
intelligence into their access control systems.
This integration can provide dynamic and
adaptive security measures capable of identifying
and responding to emerging threats more
effectively than traditional static models. In
addition, Cybersecurity awareness and training
for employees should be prioritized. Regular,
comprehensive training sessions can equip staff
with the necessary knowledge and skills to
recognize and respond to cyber threats,
significantly reducing the risk of successful
ransomware attacks.

In addition, a defense-in-depth strategy should
be implemented, combining multiple layers of
security measures to  protect against
ransomware. This approach should include
advanced access control mechanisms, endpoint
protection, regular software updates, and robust
backup and recovery procedures. Moreover,
organizations should continuously evaluate the
effectiveness of their security measures and
remain adaptable to evolving cyber threats. This
includes staying informed about the latest
ransomware trends and adjusting security
strategies accordingly. By implementing these
recommendations, organizations can bolster their

defenses against the growing threat of
ransomware, ensuring the continuity and
reliability —of essential services in the
face of increasingly sophisticated cyber-
attacks.
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